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DEFENSE INTELLIGENCE AGENCY
WASHINGTON, D.C. 20301-611t

26 FEB 1985
S-14,466/RSE-4

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE HANDLING COMMITTEE, INTELLIGENCE
COMMUNITY STAFF

SUBJECT: DIA Submission for the House Appropriations Committee (HAC) Report
RE: Security of Personal Computers

Attached as Enclosure 1 is a copy of the memorandum RSE forwarded to Director,
GDIP Staff concerning DIA and the Military Service's submission for the HAC
report. Enclosure 2 is a copy of the report.

FOR THE DIRECTOR:

2 Enclosures
1. Memo Ltr S(DGU)-10,011/RSE Assistant Deputy Director

RSE-4, 3 Feb 86 (S) 1 cy for DODIIS Engineering
2. Computer Security Report to v
Congress, 31 Jan 86 (S) 1 cy
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3 FEB 1986

S(DGU)-10,011/RSE  RSE-4/Mr. Costantini/3158/29 Jan 86/dej
MEMORANDUM FOR DIRECTOR, GENERAL DEFENSE INTELLIGENCE PROGRAM STAFF
SUBJECT: Report to Congress on Computer Security

Reference: D/GDIP letter, dated 19 December 1985, subject: Changes to
Congressional Tasking (S)

1. Enclosed is the report requested in paragraph two of the reference in
response to questions asked by the HAC.

2. A meeting was held on 27 January 1986 with Service representat1ves and
a representative from the Intelligence Community (IC) Staff. The attached
represents a consolidated and coordinated response.

3. RSE point of contact for this action is , ext,
373-3158.

1 Enclosure a/s

Assistant Deputy Director
for DODIIS Engineering
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GENERAL DEFENSE INTELLIGENCE- PROGRAM

COMPUTER SECURITY
REPORT TO CONGRESS

31 January 1986
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PREFACE .

The House Appropriations Committee requested a report on computer security
for each Intelligence Community component as follows:

“"In 1ight of the enormous resources invested in
computers and automated office equipment, and the vast
potential for security compromise, the Committee directs
that a report be submitted by March 1, 1986 outlining
the actions being taken by each Intelligence Community
and Defense Department component to strengthen physical
and electronic computer and automated office equipment
security. In addition, the report should also
specifically address changes needed in intra-office
procedures to minimize security risks associated with
increasingly transportable disks, tapes, etc., which may
contain substantial amounts of sensitive information."
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I. FOREWORD

(C) A principal objective of the U. S. Intelligence Community is to
strengthen the security of intelligence activities and their operations.
Measures are required to improve a full range of security needs, including
those demands arising from the effects of the expanding use and increasing
reliance on information systems technology. Automated word processing
equipment, personal computers, minicomputers and large scale computers are
providing vital and beneficial support to General Defense Intelligence Program
(GDIP) program activities. However, the combination of tremendous amounts of
sensitive data being available in very concise and correlated forms in
intelligence information systems, along with the fact that the systems may be
subject to penetration attempts by disloyal Americans or foreign powers must
be considered in the development and implementation of security procedures for
individual offices.

IT. BACKGROUND

(C) Since the 1970's, GDIP activities have undertaken several
information processing automation development and upgrade programs to support
the timely collection, processing, analysis, dissemination, exchange,
telecommunications and management of increasing volumes of sensitive
intelligence data/information. Traditionally, GDIP activities have
implemented information systems based on Director, DIA computer security
policies derived from guidance provided by NSA, the DCI and OSD governing
personnel security, systems security, physical plant security and emanations
from electronic equipment. In 1983, the DCI, in conjunction with U. S.
Intelligence Agencies, conducted a major review of U. S. intelligence ADP
security posture. That review identified critical intelligence systems and
deficiencies, and resulted in the development of minimum security safeguards
for implementation throughout the NFIP, as well as those critical community
information support systems requiring security enhancements as soon as
possible. The DCI's Computer Security (COMPUSEC) Program addresses the
thirteen systems designated to be critical to the mission of the Intelligence
Community and in need of enhanced security protection. The COMPUSEC has
produced and published a set of 29 protective features, entitled SAFEGUARDS,
to be addressed for the critical systems.

ITI. MANAGEMENT

(C) The Director DIA, as the Department of Defense Member of the
National Foreign Intelligence Board (NFIB), has security policy and system
security accreditation policy responsibility for all Department of Defense
(1ess NSA) systems which process or store Sensitive Compartmented Information
(SCI). This responsibility includes systems used throughout DoD command and
control, communications and tactical levels. NSA SIGINT and information
systems in the CCP are under the cognizance of the Director, National Security
Agency. The basic national level policies are contained in the Director of
Central Intelligence Directives (DCIDs) concerning protection of Intelligence
Information. The Director, DIA implements those DCIDs through promulgation of
Defense Intelligence Agency Directives and Manuals. As the threat and
technological environment in which these information systems operate changes,
these Directives and Manuals are reviewed and updated to address changes in
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the threat, operational and technical environments. For example, there have
already been modifications that transitioned policies and procedures from the
dedicated, batch system environment through time shared teleprocessing, to the
computer networking environment.

25X1

~IV. STATUS OF COMPUTER SECURITY INITIATIVES
(C) Activities are underway to improve:

- Security provided for intelligence data being processed in
operational systems, through retrofit of systems with security
enhancements.

- Development and implementation of new technical security
capabilities as standards.

- Implement the new DCI computer security safeguards and acquire
future systems in accordance with DOD standards for trusted
computer products.

- Security policies for the use of personal computers in GDIP
activities.

A. CRITICAL SYSTEM REQUIREMENTS

_ (C) Each of the critical systems was reviewed against the particular
criteria contained in the SAFEGUARDS. GDIP has focused efforts at improvement
of the critical systems in the areas which are considered most cost effective,
i.e., areas judged to provide the largest protection advantage for the
resources available. The criteria for administration, documentation, life
cycle assurance and environmental protection address cost effective means for
enhancement of protection for the critical systems with existing resources.
Efforts have been directed toward enhancement of the critical systems in their
current modes of operation.
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B. DEVELOPING NEW TECHNOLOGY AND STANDARDS

(C) Also as a part of the COMPUSEC initiative}‘DIA (as one of the
Executive Agents) has been involved in evaluating and integrating technology
into computer systems that will assist in positively verifying the
identification of a remote terminal user. Although focus of this effort was
initially on terminals to be used on host computer systems, it has
applicability to personal computers, workstations and other office automation
equipment. This DCI directed tasking involves the investigation of available
product technologies which could be adapted for use within the intelligence
processing environment. Such technologies include smart cards, fingerprint
scanners, retina scanners, voice analyzers, etc. which are often designed as
stand-alone, physical access control devices but, in some cost effective
combinations, might be integrated into the information processing
system/environment to provide additional security controls.

C. NETWORK SECURITY

(C) Security considerations inherent in computer networking involve
control of access to system resources by individuals at remote locations and
tracking (auditing and monitoring) of the activities of individuals making .
remote resource sharing accesses. In order to address these problems, DIA has
instituted a community wide network security program called the Department of
Defense Intelligence Information System (DODIIS) Network Security for
Information Exchange (DNSIX). The DNSIX addresses standards, procedures and
methodologies to enhance the security and controllability of intercomputer
networks. The DNSIX program addresses security standards for access control,
auditing, and monitoring and an ADP Security Architecture which is consistent
across the community of interest. Standard devices and technologies are being
centrally developed by the DIA where necessary. For example, data labeling
has been included in the development of the Network Front End utilized in
connecting intelligence community sites to the Defense Data Network.

D. PERSONAL COMPUTER SECURITY POLICY

(U) In the area of personal computers and office automation
equipment, some of the principal vulnerabilities are associated with removable
media, access control, hardware maintenance, software development and sharing,
networking, TEMPEST, portability and auditing. Many of the currently
available personal computers have little or no built in security so that these
vulnerabilities must be overcome through traditional security means. In
coordination with the Military Services, DIA developed and promulgated a
personal computer security policy as an addendum to the basic computer
security policy manual (DIAM 50-4) for protection of intelligence information.
This addendum allows limited use of such equipment either as a stand-alone
system or acting as a terminal of some other computer system which is approved
for the personal computer. The principal vulnerabilities are addressed in
this policy which contains specific security guidelines and procedures for
using personal computers and specifies a combination of automated and manual
procedures to protect classified data.

(U) To carry this policy further, DIA has initiated a project with
MITRE Corporation to implement and validate each of the DCI SAFEGUARDS to
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allow more flexible use of personal computer equipment than that allowed by
the above mentioned addendum. Most of the SAFEGUARDS have been implemented and
validated on a workstation under this effort. Additionally, DIA has initiated
programs within DIA and the Air Force to satisfy this same set of requirements
on other workstations being implemented in conjunction with specific
intelligence information processing systems.

(U)" The DCI Security Committee (SECOM) has also provided an
information booklet concerning operation of personal computer equipment when
processing Intelligence Information. This booklet will be made available to
users at intelligence sites.

E. DEPARTMENT OF DEFENSE COMPUTER SECURITY STANDARDS

(U) For the future, the DoD Computer Security Evaluation Center is
developing guidelines and standards, and performing research into the security
improvement of commercially available products. This program will lead to
off-the-shelf secure products which have been evaluated and ranked in terms of
the level of security provided. It is expected that such products will
include personal computing equipment in the long term, and the requirement for
these systems will be incorporated into GDIP activities. ‘

V. MILITARY SERVICE PROGRAMS

A. ARMY

. (U) The Intelligence and Security Command (INSCOM) has the
responsibility to operate the Army ADP System Security Enhancement Program
(ADPSSEP). This program provides for security services to be performed to
ensure compliance with established policy and that planned operations will
comply with current policy relative to the Army automation security program.

(U) The Army has an established automation security program which
lays out the policies and procedures to be followed in ensuring that all
systems include the requisite security prior to operation. This includes a
detailed risk analysis and assessment. The number of personal computers is
increasing dramatically and required a relook at security policy associated
with them. The DIA addendum to DIAM 50-4 (enclosure 10) on personal computer
security policy will be used as the basis for ARMY policy on personal
computers processing Intelligence Informaiton. A11 Army automated systems,
including personal computers, are subject to the provisions of AR 380-380, and

are accredited to operate at a level consistent with the data process on the
system.

B. NAVY

(U) The Navy SCI program, under the Director of Naval Intelligence,
emphasizes providing technical security assistance to commands, and security
inspections to ensure compliance with procedures and policies. Technical
security support to the fleet and other activities requires individuals who
are highly qualified ADP and security personnel having a vast knowledge of
operational committments and the ability to effectively coordinate security
matters with other agencies. The Navy program for security of personal
computers is based upon the DIA addendum to DIAM 50-4 (enclosure 10) on
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personal computer security»bo]icy.

(U) Additionally, the Navy and other agencies have on-going research
and development programs which will enhance the overall personal computer
security posture. For example, the Kernalized Secure Operating System (KSOS)
is being developed under Navy auspices for use on Micro-VAX systems. This R&D
project is funded by the DoD Computer Security Center and is intended to be
certifiable at the Al Tlevel of the DoD Trusted Computer System Evaluation
Criteria.

C. AIR FORCE

(U) The addendum to DIAM 50-4 (enclosure 10) forms the basis for
Air Force's personal computer security policy for those systems which process
SCI. Every Air Force member activity is required to demonstrate an ,
understanding of the security requirements for the operation of a personal
computer which processes classified information before the user is authorized
access. Policies regarding secure operating procedures for personal computers
are available through the Air Force Computer Security Program Office, and are
applicable to all Air Force personal computers.

(U) Additionally, through joint cooperation of the Air Force and DIA,
a standard Intelligence Workstation is being centrally developed and managed
through the Air Force Common User Baseline for the Intelligence Community
(CUBIC) program. This workstation, in phases, will meet the requirements of
DIAM 50-4, enclosure 10, and then will be enhanced to meet a set of DIA
tailored requirements for the Compartmented Mode of Operation. The specific
requirements are being developed through a DIA effort with the MITRE
Corporation under the Compartmented Mode Workstation project.-

VI. TRENDS RELATED TO PERSONAL COMPUTERS

(C) The number of personal computers and word processors in the GDIP
Community has grown to about 20,000 units over the past three years. Many of
these computers employ paper thin floppy disk storage devices capable of
holding up to 128 pages of data. The trend over the next few years will be
toward doubling or tripling the number of personal computers and word
processors, and increased numbers of pages per floppy disk unit. It is
anticipated that the capacity of a single floppy disk will exceed 1500 pages
by 1990. With the implementation of enclosure 10 to DIAM 50-4 and standard
workstation programs such as the one outlined above, the diversity of personal
computers within the GDIP Community will be manageable, and controls over the
movement of floppy disks and other removable storage media will be in place.
However, the growth of inventories will mean that additional resources will
need to be applied to administer and implement the personal computer security
program within the GDIP Community.

VII. SUMMARY

(U) Word processors and small computers have little or no technical
security features as part of their basic design. The risks associated with
this has been balanced with the operational need to store the indicated amount
of information on these systems. As part of a risk assessment, the technical

SECRET

| Declassified in Part - Sanitized Copy Approved for Release 2013/11/04 : CIA-RDP89B01354R000200210003-4

. = rsn




ArnnerT
Declassified in Part - Sanitized Copy Approved for R‘(.a’lease 2013/11/04 : CIA-RDP89B01354R000200210003-4

o W & ® oo
~ -

A -
13

~security limitations of these systems have been addressed by improving
administrative and procedural security measures including labeling of all
storage devices and by the development of security features on the mainframe
computer equipment to which many of these devices are attached. In addition,
these devices are used in "closed environments" protected by those physical
and personnel security techniques that traditionally have been used to protect
the information processed in hardcopy form. The volume and sensitivity of
information available on these devices dictates that all forms of security be

. employed to 1imit the risk while providing the processing capabilities:
required to satisfy operational needs.

(U) The GDIP activities have in place a progressive plan for computer
security which will allow the GDIP activities to enhance computer security as
threat and technological environments change. This plan includes projects and
policies for security enhancement in the areas of computer security, and
computer networking, and is directly applicable to personal computers.
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DEFENSE INTELLIGENCE AGENCY
WASHINGTON, D. C. 20301

13 FEB 1986

U-10,016/RS

MEMORANDUM FOR THE DEPUTY ASSISTANT.SECRETARY OF DEFENSE (INTELLIGENCE) ODASD(C3I)

ATTENTION: DIRECTOR TACTICAL INTELLIGENCE SYSTEMS
SUBJECT: Security Implications of Computers and Automated Office Equipment
Reference: ODASD(I) memorandum dated 27 January 1986, subject same as above.

1. Reference memorandum requests DIA input concerning actions being taken by
TIARA elements with respect to the concerns expressed by the House
Appropriations Committee. The reference requests similar inputs from the
Military Departments and other DoD components. In order not to duplicate the
responses of the other components involved in TIARA, this response is
restricted to DIA involvement those TIARA ADP systems which are under direct
control of the Tactical Intelligence Components of the DoD. DIA does have six
personal computers from TIARA and projects three additional in FY86.

2. The DIA supports the operations of the Tactical Intelligence Systems in
the TIARA program through provision of security policy, generic ADP programs,
and review and evaluation services rather than acting as owner and operator of
Tactical Intelligence ADP systems. Therefore, the DIA response is limited to
issues of policy, review and evaluation, and programs in support of TIARA
systems.

1.Enc]osure ‘
Tactical Intelligence and Deputy Director for
Related Activities Rept, 1 cy (C) Resources and Systems

REGRADED UNCLASSIFIED
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PREFACE

The House Appropriations Committee requested a report on computer security
for each Intelligence Community component as follows:

“In Tight of the enormous resources invested in
computers and automated office equipment, and the vast
potential for security compromise, the Committee directs
that a report be submitted by March 1, 1986 outlining
the actions being taken by each Intelligence Community
and Defense Department component to strengthen physical
and electronic computer and automated office equipment
security. In addition, the report should also
specifically address changes needed in intra-office
procedures to minimize security risks associated with
increasingly transportable disks, tapes, etc., which may
contain substantial amounts of sensitive information."

CONFIDENTIAL
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I. FOREWORD

(C) A principal objective of the U.S. Intelligence Community is to
strengthen the security of intelligence activities and their operations.
Measures are required to improve a full range of security needs, including
those demands arising from the effects of the expanding use and increasing
reliance on information systems technology. Automated word processing
equipment, personal computers, minicomputers and large scale computers are
providing vital and beneficial support to the Tactical Intelligence and
Related Activities (TIARA). However, the combination of tremendous amounts of
sensitive data being available in very concise and correlated forms in
intelligence information systems, along with the fact that the systems may be
subject to penetration attempts either by disloyal Americans or by foreign
powers must be considered in the development and implementation of security
procedures for individual offices.

II. BACKGROUND

(C) The TIARA activities have undertaken several information processing
automation development and upgrade programs to support the timely collection,
processing, analysis, dissemination, exchange, telecommunications and
management of increasing volumes of sensitive intelligence data/information.
Traditionally, TIARA activities have implemented information systems based
upon Director, DIA computer security policies derived from guidance provided
by NSA, the DCI and OSD governing personnel security, systems security,
physical plant security and emanations from electronic equipment.

ITI. MANAGEMENT

(C) The Director DIA has security policy and system security
accreditation policy responsibility for all Department of Defense systems
which process or store Sensitive Compartmented Information (SCI). This
responsibility includes systems used throughout DoD command and control,
communications and tactical levels. NSA SIGINT and information systems in the
CCP are under the cognizance of the Director, National Security Agency. The
basic national level policies are contained in Director of Central
Intelligence Directives (DCIDs) concerning protection of Intelligence
Information. The Director, DIA implements those DCIDs through promulgation of
Defense Intelligence Agency Directives and Manuals. As the threat and
technological environment in which these information systems operate changes,
these Directives and Manuals are reviewed and updated to address changes in
thereat, operational, and technical environments. For example, there have
already been modifications that transitioned policies and procedures from the
dedicated, batch system environment through time shared teleprocessing, to the
computer networking environment.

[ONFINENTIA
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Iv. STATUS
(C) Activities are underway to improve:

- Security provided for intelligence data being processed in
operational systems, through retrofit of systems with security
enhancements. :

- Development and implementation of new technical security
capabilities as standards.

- Implement the new DCI computer security safeguards and acquire
future systems in accordance with DOD standards for trusted
computer products.

- Security policies for the use of personal computers in GDIP
activities.

A. COMPUTER SECURITY

(C) Each of the TIARA systems is evaluated for approval under the
provisions of DIAM 50-4, or appropriate Military Department implementing
policy, and is approved for operation by it's Designated Approving Authority.
More detailed technical policy guidance such as that contained in the DCI
SAFEGUARDS and the DoD Trusted Computer System Evaluation Criteria is being
incorporated into the security baseline for selected critical systems as they
are identified. :

B. COMPUTER NETWORKING

(C) Security considerations inherent in computer networking involve
control of access to system resources by individuals at remote locations and
tracking (auditing and monitoring) of the activities of individuals making
remote resource sharing accesses. In order to address these problems, DIA has
instituted a community wide network security program called the Department of
Defense Intelligence Information System (DODIIS) Network Security for
Information Exchange (DNSIX). The DNSIX addresses standards, procedures and
methodologies to enhance the security and controllability of intercomputer
networks. The DNSIX program addresses security standards for access control,
auditing, and monitoring and an ADP Security Architecture which is consistent
across the community of interest. Standard devices and technologies are being
centrally developed by the DIA where necessary. For example, data labeling
has been included in the development of the Network Front End utilized in
connecting intelligence community sites to the Defense Data Network.

C. PERSONAL COMPUTERS AND OFFICE AUTOMATION

: (U) In the area of personal computers and office automation equipment,
some of the principal vulnerabilities are associated with removable media,
access control, hardware maintenance, software development and sharing,
networking, TEMPEST, portability and auditing. Many of the currently
available personal computers have little or no built in security so that these
vulnerabilities must be overcome through traditional security means. In
coordination with the Military Services, DIA developed and promulgated a
personal computer security policy as an addendum to the basic computer

CONEINCNTI AL
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security policy manual (DIAM 50-4) for protection of intelligence information.
This addendum allows limited use of such equipment either as a stand-alone
system or acting as a terminal of some other computer system which is approved
for the personal computer. The principal vulnerabilities are addressed in
this policy which specify security guidelines and procedures for using
personal computers and specifies a combination of automated and manual
procedures to protect classified data/information.

D. DIRECTOR OF CENTRAL INTELLIGENCE SAFEGUARDS

(U) To carry this policy further, DIA has initiated a project with MITRE
Corporation to implement and validate each of the DCI SAFEGUARDS to allow more
flexible use of personal computer equipment than that allowed by the above
mentioned addendum. Most of the SAFEGUARDS have been implemented and validated
on a workstation under this effort. Additionally, DIA has initiated programs
within DIA and the Air Force to satisfy this same set of requirements on other
workstations being implemented in conjunction with specific intelligence
information processing systems.

E. DIRECTOR OF CENTRAL INTELLIGENCE SECURITY COMMITTEE

(U) The DCI Security Committee (SECOM) has also provided an information
booklet concerning operation of personal computer equipment when processing
Intelligence Information. This booklet will be made available to users at DoD
intelligence sites.

F. DOD TRUSTED COMPUTER SYSTEM PROGRAM

(U) For the future, the DoD Computer Security Evaluation Center is
developing guidelines and standards, and performing research into the security
improvement of commercially available products. This program will lead to
off-the-shelf secure products which have been evaluated and ranked in terms of
the level of security provided. It is expected that such products will
include personal computing equipment in the long term.

V. TRENDS RELATED TO PERSONAL COMPUTERS

(C) The number of personal computers and word processors in the DIA
portion of TIARA activity is six. The larger numbers of these systems are
owned and operated by the Military Services, and will be provided by inputs
from the other DoD components. Many of these computers employ paper thin
floppy disk storage devices capable of holding up to 128 pages of data. The
trend over the next few years will be toward doubling the number of personal
computers and word processors, and increased numbers of pages per floppy disk
unit. It is anticipated that the capacity of a single floppy disk will
exceed 1500 pages by 1990. With the implementation of the addendum to DIAM
50-4 (enclosure 10) and standard workstation programs such as the one outlined
above, the diversity of personal computers within the TIARA Community will be
manageable, and controls over the movement of floppy disks and other removable
storage media will be in place. However, the growth of inventories will mean

. that additional resources will need to be applied to administer and implement
the personal computer security program.

 CONFIDENTIAL
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VU IULIV T IRL.

VI. SUMMARY

(U) Word processors and small computers have little or no technical
security features as part of their basic design. The risks associated with
this has been balanced with the operational need to store the indicated amount
of information on these systems. As part of a risk assessment, the technical
security limitations of these systems have been addressed by improving
administrative and procedural security measures including labeling of all
storage devices and by the development of security features on the mainframe
computer equipment to which many of these devices are attached. In addition,
these devices are used in "closed environments" protected by those physical

i

.and personnel security techniques that traditionally have been used to protect

the information processed in hardcopy form. The volume and sensitivity of
information available on these devices dictates that all forms of security be
employed to 1imit the risk while providing the processing capabilities
required to satisfy operational needs.
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